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August 12, 2019

City Council Agenda Item - IT Staff Augmentation Agreement

INTRODUCTION:

As part of the FY2019/2020 budget, City Council approved the estimated expenditure of
$25,000.00 for outside IT consulting including IT staff augmentation.

BACKGROUND:

In October 2018 the City's network was attacked by ransomware. Although no ransom was paid
either by the City or the City's insurance carrier and the ransomware was successfully mitigated,
it did cause a significant disruption in the City's business processes.

Evaluating the processes that lead to our infection exposed the pressing needs for a long term
data security plan. This involved the need for an outside independent organization to provide
security testing, consulting, staff augmentation, and assistance in creating an IT roadmap.

On May 29, 2019 requests for proposals (RFP) were sent to 15 vendors as well as being placed
on the City's website. The City received a total of nine qualified responses to the RFP. A
review committee was established that consisted of Councilmember Kelcey Brackett,
Councilmember Tom Spread, the City Administrator, Finance Director and IT Manager.

Two firms were then asked to meet with the review committee and traveled on-site to provide
additional presentations and allow additional time for questions from the review committee.

Following those meetings the committee asked Winsor Consulting of Davenport Iowa to submit
a service agreement for the staff to review. The Master Service Agreement and Staff
Augmentation Attachment are attached. These two attachments together represents the
agreement in total.

"I remember Muscatine for its sunsets. I have never seen any

on either side of the ocean that equaled them" — Mark Twain
























